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Abstract. How to decide whether to engage in transactions with strangers? Whether we’re offering a ride, renting a room or apartment, buying
or selling items, or even lending money, we need a degree of trust that the
others will behave as they should. Systems like Airbnb, Uber, Blablacar,
eBay and others handle this by creating systems where people initially
start as untrusted, and they gain reputation over time by behaving well.
Unfortunately, these systems are proprietary and siloed, meaning that all
information about transactions becomes property of the company managing the systems, and that there are two types of barriers to entry: first,
whenever new users enter a new system they will need to restart from
scratch as untrusted, without the possibility of exploiting the reputation
they gained elsewhere; second, new applications have a similar cold-start
problem: young systems, where nobody has reputation yet, are difficult
to kickstart.
We propose a solution based on a web of trust: a decentralized repository of data about past interactions between users, without any trusted
third party. We think this approach can solve the aforementioned issue,
establishing a notion of trust that can be used across applications while
protecting user privacy. Several problems require consideration, such as
scalability and robustness, as well as the trade-off between privacy and
accountability.
In this paper, we provide an overview of issues and solutions available
in the literature, and we discuss the directions to take to pursue this
project.
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Introduction

The Internet enables decentralized point-to-point communication between billions of users, and this has unlocked an enormous potential for interactions between them. The so-called sharing economy, represented by companies such as
Airbnb, Uber, Blablacar, etc., exploits this, by putting in contact users that
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would otherwise not know each other, and letting them engage in transactions
(e.g., share the cost for a ride, rent a room, etc.) that often make use of resources
that would otherwise be wasted. Crucially, these services provide reputation systems that allow us to predict whether somebody will behave in the way they
should.
These services are certainly both useful and successful, but they have a couple of shortcomings that we’re interested in tackling. First, they are proprietary:
all the data about user interactions is kept and monetized by the companies
handling those services, with little control by users themselves about their own
data, and the company is effectively monopolistic in its market, with the possibility of requiring high transaction fees; second, they are siloed, meaning that
a user’s information—and reputation—remains confined in that particular platform. This creates two different types of barriers to entry: first, users that enter a
platform will be considered as totally unknown to the world, without the possibility of leveraging the trust they may have earned in the past, for example thanks
to social connections and/or past interactions in a similar platform; second, new
applications have a similar cold-start problem: if nobody has reputation, fewer
people will be confident enough to start interacting, creating unnecessary friction
until, if ever, enough users obtain a reputation that is positive enough.
A solution where a single entity, whether a corporation or a nation state, manages the reputation of people from all points of view is obviously criticizable: the
Chinese “social credit system” [37]—a reputation system that can, for example,
bar people from taking planes or flights if their reputation is bad—raised the
alarm of privacy advocates over the world, and has drawn comparisons to pieces
of dystopic science fiction [74]. Similar comparisons were drawn for Peeple—a
proposed application to leave reviews for people based on professional or personal
relationships—which was harshly criticized by public opinion, and the company
backtracked to the point of allowing people to veto the reviews they receive,
making the usefulness of the application (not yet launched as of January 2020)
questionable [57].
We consider the problem of designing a reputation system that does not suffer
from the privacy shortcomings described above. We require the system to be
decentralized, and we want users to be in control of whether and how they should
appear in the system. The “web of trust” name was first proposed by Zimmerman
[82] as a decentralized way of certifying other people’s identity—as opposed to
the hierarchical structure of trusted third parties like certification authorities
that is used, for example, for TLS/SSL certificates. We extend this concept, and
here we call “web of trust” a decentralized construction that keeps all kinds of
assessments between users, with the goal of creating an efficient and privacyconscious system without the need of any trusted third party. Garcia Lopez
et al. [30] discuss the problems of incentives to cooperation, free riding and
decentralized trust as key weaknesses of permissionless blockchains; we think
that our effort can be useful in alleviating them.
Recent privacy regulations, such as the European Union’s General Data Protection Regulation (GDPR) [26] and the recent California Consumer Privacy Act
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(CCPA [1], in turn inspired by the GDPR [48]) require that users are given clear
and informed opportunities to give consent about using their personal data, and
that they have access to granular controls that allows them to decide which of
their personal data is shared with whom. The system that we plan to build is
based on these concepts: information is shared in a decentralized fashion with
trusted peers, through policies which are under control of users themselves.
This is an ambitious problem, and luckily an important corpus of research
can be exploited to solve these problems: the goal of this paper is to organize
the related work—in sometimes disparate communities—that can be harnessed
to reach our goal, and to highlight the most important open questions.
We tackle the problem of representing user reputation, as discussed in Section 2, along with ways to formalize it in such a way that there exist sound
incentives to cooperation even in a completely decentralized setting. We then
discuss in Section 3 the security and privacy issues connected to this, in particular as connected to the question of pseudonimity and the opportunity for whitewashing—i.e., discarding a user’s past bad reputation—and Sybil attacks—i.e.,
creating large numbers of fake users to subvert the system. We then move on to
architectural concerns dealing with decentralization and scalability, discussed in
Section 4, including decentralized approaches to represent social networks in a
privacy-aware way. In Section 5, we discuss how our design can be helped by distributed ledgers such as blockchains, and smart contracts on top of it, in order to
provide consistency in a completely decentralized architecture. The conclusions
of Section 6 summarize the state of the art, with potential problem, solutions,
and open issues.

2

Formalizing Reputation

Here we provide an overview of the concepts and formalisms used to represent
trust and reputation in a computational fashion. For more in-depth discussions,
we refer the interested reader to more comprehensive works [20, 39].
It is known that reciprocative behavior can make cooperation evolve between
selfish actors. For example, the game-theoretic work of Axelrod and Hamilton
[3] has shown that simple “tit-for-tat” strategies—where players rewards peer
that cooperate and punish those that defect—are successful in various settings
of the iterated prisoner’s dilemma. Cohen [14] applied successfully this strategy
when designing the BitTorrent P2P file-sharing protocol.
Simple reciprocation is effective when two users interact frequently with each
other, such that opportunities for reciprocation happen often. Unfortunately,
this is not always the case: for one-off interactions, tit-for-tat strategies are not
enough. Reputation, in this case, can be a means to enable indirect reciprocation,
based on the idea that my cooperation with others will boost my reputation, and
when I have a high reputation others will be more cooperative with me.
In the absence of central authorities that attribute a reputation score to
everybody, the concept of reputation is still viable. Consider the example by
Jösang et al. [39] in Fig. 1: Alice trusts Bob, and Bob trusts David. Bob, there-
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Fig. 1. Transitive trust propagation.

fore, recommends David to Alice, who obtains derived trust in David. Also Claire
recommends David to Alice, giving her another reason to increase her trust in
David. Since now Alice trusts David to some extent, she might also want to
put trust in further people recommended by him. Note that, in this framework,
reputation is subjective, depending on the subject that evaluates it—to put it
another way, there are no pre-trusted entities, and everybody can choose their
trust anchors freely; in the example, Alice’s trust anchors are Bob and Claire.
In the following, we will consider a web of trust as a graph G = (V, E) where
the nodes V are our users and the edges E are feedback given by a user for
others. A reputation scoring function r : V × V → R, such that R(a, b) is the
reputation for user b as seen by a, will be the way that we use to compute a
reputation score. If the transitive trust propagation pattern is used, r will be
such that it will depend on paths in G from a to b. There are other possible
trust propagation patterns: for example, when judgments are a matter of taste
(say, we consider evaluating how somebody cooks), we may want to trust more
people that have tastes, and hence judgments, similar to ours. The HITS [45]
and SALSA [49] algorithms use a zig-zag propagation pattern that can be used
to reflect this.
In our view, users should be free to adjust the parameters of the reputation score function—or choose different reputation score functions altogether—
depending on their own preferences and on the domain at hand: for example,
which types of endorsements to consider, how to aggregate them, etc. Choosing
a suitable reputation scoring function is not trivial, in particular because they
should be defined in such a way that they cannot be manipulated by attackers:
results on security of reputation metrics are discussed in Section 3.
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Privacy, Robustness and Accountability

Reputation systems should of course not be gameable by adversaries; here we
give an overview of the issues we consider most closely related to our problems;
for a more in-depth look we defer to Hoffman et al. [36].
The Cost of Cheap Pseudonyms A key trade-off between privacy and accountability is the possibility of creating cheap pseudonyms: from a user’s privacy
point of view it is of course desirable to have several different, unlinked and
possibly disposable identities. This, however, means that identities with bad
reputation can simply be forgotten (whitewashing) and will not be linked with
another user’s profiles, giving them the opportunity to misbehave without paying
consequences. Friedman and Resnick [29] found that, in this case, “a large degree
of cooperation can still emerge, through a convention in which newcomers ‘pay
their dues’ by accepting poor treatment from players who have established positive reputations.” Cheap pseudonyms, hence, do not make reputation systems
useless but they limit their positive impact by introducing a kind of “cold-start”
problem, as also corroborated by Feldman et al. [28] in the context of P2P systems.
Reputation systems can still be useful when whitewashing is present, but this
essentially rules out large transactions with important losses in case somebody
misbehaves (think, e.g., of a large loan). In our scenario, we consider we should
handle both persistent and disposable identities, handling them distinctly in the
reputation system.
An interesting possibility with respect to privacy is the field of zero-knowledge
proofs, with cryptographic constructs such as zk-SNARKs [7] and zk-STARKs [4]:
we will investigate to which extent they can be used to prove a user’s reputation
score without disclosing too much information about their other past interactions. Another interesting approach to provide anonymity in reputation systems
is the mix-net strategy adopted by AnonRep [79]; unfortunately, besides not allowing subjective reputation evaluation, AnonRep is susceptible to Sybil attacks.
Lifting this restriction would be an interesting research direction.
Sybil attack A problem related to cheap pseudonyms is the Sybil attack [23],
where a system, or parts of it, is subverted by creating a large—and possibly
unlimited—number of fake identities. Cheng and Friedman [11] show that some
reputation mechanisms—e.g., those based on the MaxFlow measure—are immune to Sybil attacks, in the sense that attackers cannot gain reputation score
by creating fake identities; Dell’Amico and Capra [21] show that metrics such as
Personalized PageRank (PPR) also give some guarantees against Sybil attacks,
and propose new metrics that are Sybil-resistant while also employing the trust
propagation pattern observed in HITS, SALSA and the large majority of recommender systems. A related line of research is the one by Yu et al. [77, 78], who
use social networks to limit the number of Sybil users that are accepted into
a system. This approach is based on the assumption that the benign part of a
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social network will be fast-mixing, i.e., random walks will quickly become uncorrelated with the place they started from; measurement studies have shown that
this property is not always verified, in particular when the creation of a link
in a social network requires co-location, resulting in geographically clustered
networks [22].
Since we consider a system that allows for disposable identities, we must take
into account the Sybil attack. Rather than building on the possibly non-verified
hypothesis of a fast-mixing network, we find preferable the more solid guarantees
of Sybilproof or Sybil-resistant mechanisms [11, 21].
Negative Feedback Reports of bad experiences should be taken into account as
well [2, 31], but we need to make sure that the feature shouldn’t be abused, for
example through blackmail or retaliation [44]. This can be done by designing
asymmetric systems (e.g., only one partner in an interaction can give negative
reviews [12]), by associating feedback with only verified interactions, and/or by
hiding user reviews until all those involved in a transaction are also committed.

4

Decentralization and Scalability

Computing reputation poses scalability issues: with the approach described in
Section 2, reputation is a function of the paths on the Web of trust between two
nodes; if the edges of this social network (assessments) are not public or they
are simply too many, then finding them becomes tricky.
This problem—finding paths in social networks in a decentralized fashion—
goes back to 1967, when it was popularized as the “small-world problem” [73]:
in fact, social networks connect seemingly remote people through rather short
chains of acquaintances and, perhaps surprisingly, people are able to efficiently
find those chains (i.e., short paths in the social network) even without knowing
the full network; Kleinberg [46] provided a mathematical model that possesses
these properties, whereby nodes in a graph are placed as points in a circle, and
each node has short-range links to their neighbors and long-range links to faraway nodes. If a node knows the circle position of the destination and each of
its neighbor, a simple greedy routing strategy routing towards the neighbor that
is closest to the destination is sufficient to quickly reach the destination. We can
see the circle positions as a network embedding in a space that is in this case
one-dimensional; while the circular embedding of Kleinberg is a good one for the
particular kind of synthetic small-world networks created in that work, however,
the same kind of embedding is not ideal for real-world social networks that can
be better represented in more complex spaces.
Besides computing reputation, our problem of routing in opaque networks
arises for routing in friend-to-friend networks [5, 13, 63], and to discover suitable
paths for off-chain payment channels [60, 62]. In most cases, the problem is solved
through an embedding: a set of coordinates associated to each node such that
close nodes in the embedding are likely to be also close in the original graph. The
routing algorithm can be the simple greedy approach described before, or some
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generalization of it (for example, keeping a queue of discovered nodes to limit
the likelihood of getting stuck in a local minimum, like the solution adopted by
Malkov et al. [52]).
The problem of finding a good embedding for a graph is a recurrent and important one in computer science [32, 35], with a variety of applications such as
visualization, link prediction, community detection in addition to finding shortest paths in a graph [6, 18, 34, 50, 80, 81]. Several recent approaches, such as
DeepWalk [58], LINE [72], PTE [71] and node2vec [33] have been unified as
related to the factorization of network’s Laplacian matrices [61].
A related field is the one of Internet coordinate systems [15, 55, 56, 59, 69],
which assign coordinates to Internet nodes, with the goal of making the distance
between any pair of nodes an estimation of the Internet network latency between
them; a few fully decentralized approaches exist [9, 16, 17, 53]. Approaches taken
in this space can be of inspiration for our problem, even though assumptions are
different. In particular, (i) Internet coordinate systems are based on a real-world
infrastructure with geographical constraints, hence the final layout will be influenced by those geographical characteristics; (ii) nodes can freely ping each other
and so-called beacons that serve as references, in order to obtain better precision
in network distance estimation; (iii) in Internet coordinate systems nodes can
only lie in one direction: while they can artificially make their latencies appear
higher, they cannot answer pings faster than what the network infrastructure
allows. In short, while techniques used for Internet coordinate systems are certainly a good source of inspiration, we cannot directly use these approaches for
our goal.
Fortunately, there exist decentralized approaches to network embeddings that
do not leverage on the assumptions above. In the following, we outline the ones
that we are aware of:
– Sandberg’s approach based on Kleinberg’s model for routing in the Freenet
friend-to-friend network (“darknet”), embedding nodes in a circle [67]. This
clean and simple approach, however, appears not very well suited to some
more complex social networks [19];
– Approaches based on spectral analysis: as discussed before, Qiu et al. [61]
showed that many network embedding approaches can be unified as ones
based on spectral properties of the graph adjacency matrix or some related
ones, like its Laplacian matrix. Dell’Amico [19] proposes a decentralized
implementation of an embedding algorithm by Koren [47] (initially conceived
for graph drawing) and evaluates the approach in the context of finding
short paths in social networks; Kempe and McSherry [42] describe a generic
approach for distributed network factorization. Ling et al. [51] propose an
alternative approach which however appears less suited to our case, because
the number of nodes in the network (and hance, users in the social network)
is required to be fixed and known a priori.
– A couple of approaches based on spanning trees. Roos et al. [64] show how
one can build multiple spanning trees for the same graph and use them for
routing in friend-to-friend networks; a subsequent work [65] adapts the same
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approach to payment networks. These approaches appear effective, but they
have a possible limitation on the side of centralization, because the number
of spanning trees that can be built is small (the papers experiment with
around 10 spanning trees per network); the roots of those spanning trees
introduce an element of centralization.
– A piece of work by Kermarrec et al. [43] based on a force-based layout: nodes
repel each other while edges bind them together with a force proportional
to their weight. Here, it is critical to find efficient ways of discovering other
nodes that are close in the embedding to compute the repulsive forces; Kermarrec et al. propose a gossip-based approach inspired by Voulgaris and
Van Steen [75], which may be problematic for our privacy requirements as
it would require to share information with strangers. Alternative solutions
(e.g., one based on a solution where all communication is tunneled through
paths in the social network) may be possible, but scalability trade-offs should
be evaluated.
It is interesting to see that while these approaches attempt to solve the same of
similar problems, work that compares and contrasts them is lacking–these pieces
of work actually rarely even reference each other. We are working on bridging
this gap by implementing and comparing these approach, in order to gain further
insight on the weaknesses and merits of each.
Of course, in an adversarial setting like ours, security is a key requirement:
malicious users shouldn’t be able to subvert the routing algorithm such that
paths that would discover trusted users are not found. Kaafar et al. [41] show
that decentralized network coordinate systems can be compromised by malicious
nodes, and propose a system based on pre-trusted supernodes to mitigate this
problem [40], while Sherr et al. [70] propose a fully decentralized countermeasure
based on voting. Chen et al. [10] discuss attacks to matrix factorization-based
network coordinates approaches, and interestingly propose a reputation-based
countermeasure to counter them: this style of defense may be effective in a
network whose very purpose is to compute reputation and whose edges do represent trust relationships. Evans et al. [27] and Schiller et al. [68] discuss attacks
to Sandberg [67]’s Freenet routing algorithm, and propose countermeasures to
secure it. Finally, in a recent piece of work, Bojchevski and Günnemann [8] discuss attacks on centralized node embeddings through the lenses of adversarial
machine learning.
In summary, we see that an impressive amount of relevant work exists in
terms of network embeddings. In our view, what is needed is a comprehensive
and systematic evaluation in light of our goal of computing reputation in a
privacy-aware way. Four properties are fundamental to our goals, and should be
evaluated: level of decentralization, scalability, security and privacy. Once this
comparison is made, we will be able to evaluate the best architectural choice for
this problem, and outline if there are any major problems that still need to be
solved.
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Consistency: Distributed Ledgers and Smart Contracts

The problem of finding a consistent state in a decentralized network was an
unsolved problem, until 2008, when Nakamoto [54] introduced the disruptive
concept of blockchain. Blockchains allow creating a distributed ledger (DL), that
is, an append-only, unmodifiable data structure that is readable and writeable
by everybody. While the concept of distributed ledger was famously created to
enable cryptocurrencies, the data structure itself lends itself to several other
important uses: a rather trivial one—which is indeed the cornerstone for many
others—is providing a place where transactions are sorted and recorded forever
univocally.
Probably the most generic way application of a distributed ledger is using
it as input to a Turing-complete virtual machine: this is the approach taken by
Ethereum [76], which is centered on the concept of smart contracts, which are
programs for a “world computer”, as the Ethereum creators informally call the
Ethereum Virtual Machine (EVM) [25]. In this way, anything that can be written in software can be represented, in a consistent and completely decentralized
way, in the state of the EVM. Among the software running on Ethereum, Decentralized Autonomous Organizations (DAOs) [24, 38]—completely self-organizing,
decentralized organizations—are particularly fascinating experiments; we think
that efforts that try to build sustainable economies on DAOs [66] may benefit
from a distributed reputation metric.
Distributed ledgers and smart contracts are certainly powerful and flexible
constructs, but they also have shortcomings: all data and programs for them
need to be written on a DL, and writing on the DL is expensive and has high
latency (improving latency and throughput of distributed ledgers is a very active
area of research). The consequence is that we think that our architecture can and
should benefit from DLs in order to achieve features like non-repudiable ratings
(for example, this avoids that a user associates different ratings to the same
transaction when reporting it to different recipients); similarly, smart contracts
can be used to obtain agreement on computations when otherwise it would be
problematic. Another use case where DLs are beneficial is associating ratings
between users in the web of trust to transactions that already happened on DLs:
since creating those transactions is expensive, this gives us a higher confidence
that those transactions actually happened, and they are not part of a Sybil
attack aimed to subvert the reputation system. Ironically, in a case like this, a
shortcoming of a DL (the cost of writing on it) makes them more apt to our use
case.
In general, rather than centering the design on a DL-based solution, we envision a system that should avoid the costs of DLs as much as possible, and use
them only when and where they are essential to create a completely decentralized
architecture.
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Conclusion

We have explored the challenges that arise when designing a global-scale web
of trust for reputation, together with a discussion of related pieces of work and
directions towards its implementation. While the objective is ambitious, it is
encouraging to see that many difficult sub-problems have been tackled by an
impressive array of research, in many cases from different communities.
Our immediate plan now is evaluating and comparing the approaches to
decentralized routing discussed in Section 4, in order to find to what extent
these approaches are usable for our tasks, and which ones would be preferable:
we think that this could be the core of a system that can be used effectively.
This document has been written with the goal of inspiring discussion, critique, and collaboration; while much has to be done, we think that this document
can provide useful information on key design issues and related work with the
goal of developing an open, decentralized and privacy-conscious reputation system for the Internet.
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